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Attacks to ICS

Maroochy Water 
Services (2000) Stuxnet (2011) Ukraine (2015) Industroyer (2016) Triton (2017)

Malware infected Safety 
Instrumented System 
(SIS) at petrochemical 
plant in Saudi Arabia

Sophisticated malware 
targeting Ukrainian 
electric power grid in 
December 2016

Malicious insider used 
remote access to dump 
raw sewage to 
Queensland parks/rivers

…

3 Ukrainian distribution 
control centers remotely 
compromised, disabling 
power to 225k customers

Advanced malware 
manipulated operation of 
PLCs controlling Iranian 
uranium enrichment facility
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What is ATT&CK® for ICS?

Initial Access Execution Persistence Privilege Escalation Evasion Discovery Lateral Movement Collection Command and Control Inhibit Response Function Impair Process 
Control

Impact

Data Historian Compromise Change Operating 
Mode

Modify 
Program

Exploitation for 
Privilege Escalation

Change Operating Mode Network Connection 
Enumeration

Default Credentials Automated Collection Commonly Used Port Activate Firmware 
Update Mode

Brute Force I/O Damage to Property

Drive-by Compromise Command-Line 
Interface

Module 
Firmware

Hooking Exploitation for Evasion Network Sniffing Exploitation of Remote 
Services

Data from Information 
Repositories

Connection Proxy Alarm Suppression Modify Parameter Denial of Control

Engineering Workstation 
Compromise

Execution through 
API

Project File 
Infection

Indicator Removal on 
Host

Remote System 
Discovery

Lateral Tool Transfer Detect Operating Mode Standard Application Layer 
Protocol

Block Command Message Module Firmware Denial of View

Exploit Public-Facing 
Application

Graphical User 
Interface

System 
Firmware

Masquerading Remote System 
Information Discovery

Program Download I/O Image Block Reporting Message Spoof Reporting 
Message

Loss of Availability

Exploitation of Remote 
Services Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Man in the Middle Block Serial COM Unauthorized 

Command Message Loss of Control

External Remote Services Modify Controller 
Tasking Spoof Reporting Message Valid Accounts Monitor Process State Data Destruction Loss of Productivity 

and Revenue

Internet Accessible Device Native API Point & Tag Identification Denial of Service Loss of Protection

Remote Services Scripting Program Upload Device Restart/Shutdown Loss of Safety

Replication Through 
Removable Media

User Execution Screen Capture Manipulate I/O Image Loss of View

Rogue Master Wireless Sniffing Modify Alarm Settings Manipulation of 
Control

Spearphishing Attachment Rootkit Manipulation of 
View

Supply Chain Compromise Service Stop
Theft of 

Operational 
Information

Wireless Compromise System Firmware

Maroochy Water 
Services (2000)

Stuxnet (2011) BlackEnergy3 (2015) Industroyer (2016) Triton (2017)

A knowledge base of 
adversary behavior

• Based on real-world 
observations

• Free, open, and globally 
accessible

• A common language

• Community-driven

Tactics

Te
ch
ni
qu
es
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ATT&CK for ICS: Why Different Knowledge Bases?
• Adversary motivations are different

• Gaining access, accomplishing an objective depends on target and what the 
objective is

• Enterprise and cyber physical differences
• Different phases in the lifecycle mean different choices

• Pre/post compromise differences

• Technologies are different
• How an adversary interacts with systems depends on that system

• Enterprise systems and embedded devices differences
• Very different ways of defending them

• Data collection
• Mitigation tradeoffs
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Enterprise
ATT&CK

ICS
ATT&CKProcess

Basic Control

Area Control

Operations Management

Supervisory Control

Enterprise Systems Level 5

Level 4

Level 3

Level 2

Level 1

Level 0

IT

OT



©2021 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 21-01255-2. 

Initial Access Execution Persistence
Privilege 

Escalation Evasion Discovery Lateral Movement Collection
Command and 

Control
Inhibit Response 

Function
Impair Process 

Control Impact
Drive-by 

Compromise
Change Operating 

Mode Modify Program Exploitation for 
Privilege Escalation

Change Operating 
Mode

Network 
Connection 

Enumeration
Default Credentials Automated 

Collection
Commonly Used 

Port
Activate Firmware 

Update Mode Brute Force I/O Damage to 
Property

Exploit Public-
Facing Application

Command-Line 
Interface Module Firmware Hooking Exploitation for 

Evasion Network Sniffing Exploitation of 
Remote Services

Data from 
Information 
Repositories

Connection Proxy Alarm Suppression Modify Parameter Denial of Control

Exploitation of 
Remote Services

Execution through 
API

Project File 
Infection

Indicator Removal 
on Host

Remote System 
Discovery

Lateral Tool 
Transfer

Detect Operating 
Mode

Standard 
Application Layer 

Protocol

Block Command 
Message Module Firmware Denial of View

External Remote 
Services

Graphical User 
Interface System Firmware Masquerading

Remote System 
Information 
Discovery

Program Download I/O Image Block Reporting 
Message

Spoof Reporting 
Message Loss of Availability

Internet Accessible 
Device Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Man in the Middle Block Serial COM

Unauthorized 
Command 
Message

Loss of Control

Remote Services Modify Controller 
Tasking

Spoof Reporting 
Message Valid Accounts Monitor Process 

State Data Destruction Loss of Productivity 
and Revenue

Replication 
Through 

Removable Media
Native API Point & Tag 

Identification Denial of Service Loss of Protection

Rogue Master Scripting Program Upload Device 
Restart/Shutdown Loss of Safety

Spearphishing 
Attachment User Execution Screen Capture Manipulate I/O 

Image Loss of View

Supply Chain 
Compromise Wireless Sniffing Modify Alarm 

Settings
Manipulation of 

Control
Transient Cyber 

Asset Rootkit Manipulation of 
View

Wireless 
Compromise Service Stop

Theft of 
Operational 
Information

System Firmware

6

ATT&CK for ICS – Technique Matrix

The adversary is finding targets, collecting 
information and ultimately staging an attack

Tactics

Te
ch
ni
qu
es



©2021 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 21-01255-2. 

Initial Access Execution Persistence
Privilege 

Escalation Evasion Discovery Lateral Movement Collection
Command and 

Control
Inhibit Response 

Function
Impair Process 

Control Impact
Drive-by 

Compromise
Change Operating 

Mode Modify Program Exploitation for 
Privilege Escalation

Change Operating 
Mode

Network 
Connection 

Enumeration
Default Credentials Automated 

Collection
Commonly Used 

Port
Activate Firmware 

Update Mode Brute Force I/O Damage to 
Property

Exploit Public-
Facing Application

Command-Line 
Interface Module Firmware Hooking Exploitation for 

Evasion Network Sniffing Exploitation of 
Remote Services

Data from 
Information 
Repositories

Connection Proxy Alarm Suppression Modify Parameter Denial of Control

Exploitation of 
Remote Services

Execution through 
API

Project File 
Infection

Indicator Removal 
on Host

Remote System 
Discovery

Lateral Tool 
Transfer

Detect Operating 
Mode

Standard 
Application Layer 

Protocol

Block Command 
Message Module Firmware Denial of View

External Remote 
Services

Graphical User 
Interface System Firmware Masquerading

Remote System 
Information 
Discovery

Program Download I/O Image Block Reporting 
Message

Spoof Reporting 
Message Loss of Availability

Internet Accessible 
Device Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Man in the Middle Block Serial COM

Unauthorized 
Command 
Message

Loss of Control

Remote Services Modify Controller 
Tasking

Spoof Reporting 
Message Valid Accounts Monitor Process 

State Data Destruction Loss of Productivity 
and Revenue

Replication 
Through 

Removable Media
Native API Point & Tag 

Identification Denial of Service Loss of Protection

Rogue Master Scripting Program Upload Device 
Restart/Shutdown Loss of Safety

Spearphishing 
Attachment User Execution Screen Capture Manipulate I/O 

Image Loss of View

Supply Chain 
Compromise Wireless Sniffing Modify Alarm 

Settings
Manipulation of 

Control
Transient Cyber 

Asset Rootkit Manipulation of 
View

Wireless 
Compromise Service Stop

Theft of 
Operational 
Information

System Firmware

7

ATT&CK for ICS – Technique Matrix

The adversary is directly affecting the control system

Tactics

Te
ch
ni
qu
es
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ATT&CK for ICS – Technique Matrix

The impacts that the adversary seeks to create

Tactics

Te
ch
ni
qu
es
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Example Technique – Unauthorized Command Message
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ATT&CK for ICS – Use Cases
Share information about observed threats 

Initial Access Execution Persistence Evasion Discovery Lateral Movement Collection Command and Control Inhibit Response Function Impair Process Control Impact

Data Historian 
Compromise

Change Program 
State Hooking Exploitation for 

Evasion
Control Device 
Identification Default Credentials Automated Collection Commonly Used Port Activate Firmware Update 

Mode Brute Force I/O Damage to 
Property

Drive-by Compromise Command-Line 
Interface

Module 
Firmware

Indicator Removal on 
Host I/O Module Discovery Exploitation of 

Remote Services
Data from Information 

Repositories Connection Proxy Alarm Suppression Change Program State Denial of Control

Engineering Workstation 
Compromise

Execution through 
API

Program 
Download Masquerading Network Connection 

Enumeration
External Remote 

Services Detect Operating Mode Standard Application 
Layer Protocol Block Command Message Masquerading Denial of View

Exploit Public-Facing 
Application

Graphical User 
Interface

Project File 
Infection Rogue Master Device Network Service 

Scanning
Program Organization 

Units Detect Program State Block Reporting Message Modify Control Logic Loss of Availability

External Remote Services Man in the Middle System 
Firmware Rootkit Network Sniffing Remote File Copy I/O Image Block Serial COM Modify Parameter Loss of Control

Internet Accessible Device Program 
Organization Units Valid Accounts Spoof Reporting 

Message
Remote System 

Discovery Valid Accounts Location Identification Data Destruction Module Firmware
Loss of 

Productivity and 
Revenue

Replication Through 
Removable Media

Project File 
Infection

Utilize/Change 
Operating Mode

Serial Connection 
Enumeration Monitor Process State Denial of Service Program Download Loss of Safety

Spearphishing Attachment Scripting Point & Tag 
Identification Device Restart/Shutdown Rogue Master Device Loss of View

Supply Chain Compromise User Execution Program Upload Manipulate I/O Image Service Stop Manipulation of 
Control

Wireless Compromise Role Identification Modify Alarm Settings Spoof Reporting 
Message

Manipulation of 
View

Screen Capture Modify Control Logic Unauthorized 
Command Message

Theft of 
Operational 
Information

Program Download

Rootkit

System Firmware

Utilize/Change Operating 
Mode

Prioritize Investments in tools to detect 
threats

Identify mitigations for organizations and devices

Evaluate the effectiveness of vendor products

https://medium.com/mitre-engenuity/att-ck-evaluations-for-ics-round-1-triton-results-69e39a23da3f
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ATT&CK for ICS Adoption

IndustryGovernment
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ATT&CK for ICS Challenges

Mapping adversarial techniques 
depends on accurate threat 
intelligence: 

• Organizations lack  security 
monitoring capabilities to detect 
attacks

• Private organizations may choose 
not to share threat information due 
to concerns that it reflects negatively 
on their organization/industry

https://www.wired.com/story/oldsmar-florida-water-utility-hack/
https://www.justice.gov/usao-ks/pr/indictment-kansas-man-indicted-tampering-public-water-system
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-
compromised-password
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Scenarios

13
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Failure Scenarios
Failure scenarios include malicious and non-malicious cyber security events such as:
• Failures due to compromising equipment functionality,
• Failures due to data integrity attacks,
• Communications failures,
• Human error, 
• Interference with the equipment lifecycle, and 
• Natural disasters that impact cyber security posture.
Useful to utilities for risk assessment, planning, procurement, training, tabletop 
exercises and security testing
Example sources of data:
• Subject Matter Experts (Operators, Researchers, etc.)
• Incident Repositories (NTSB, PHMSA, etc.)
• Scenario Repositories (EPRI NESCOR failure scenarios)
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Example Failure Scenarios
Scenario 1: Transformer Overloading
• Objective: Rapidly deteriorate transformer insulation
• Technique: Modify trip settings of overcurrent and thermal protection relays, block communications 

(alarms, etc.) and open a breaker to force one transformer to bear load. Transformer will rapidly heat 
up and degrade insulation.

Scenario 2: Disrupting Switching Executions for Circuit Breaker and Isolators
• Objective: Cause dielectric breakdown of a breaker and isolator
• Technique: Execute continuous switching actions to take one or more pieces of equipment out of 

service. Block communications (alarms, etc.)

Scenario 3: Entire Substation Outage
• Objective: Cause entire substage outage and contingencies
• Technique: Execute command to open one or more breakers

Ten, Chee-Wooi, Koji Yamashita, Zhiyuan Yang, Athanasios Vasilakos, and Andrew Ginter. "Impact assessment of hypothesized cyberattacks on interconnected bulk power systems." IEEE Transactions on Smart Grid (2017).
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Scenario 1: Transformer Overloading 

ATT&CK Technique

Failure Mode

Cause

Consequence

Modify Parameter

Improper overcurrent or 
thermal settings

No trip 

Thermal breakdown of 
transformer insulation 

Unauthorized Command 
Message

Breaker opened 

Transformer bears 
entire substation load

Unable to react to 
critical condition

Block Reporting 
Message

Manipulated 
communications 

Loss of view into 
substation

Alarm Suppression
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Building an ATT&CK Scenario
• We now know what we are trying to accomplish. What’s next?

• What’s our entry point?
• Initial Access (Engineering Workstation Compromise, External Remote Service)

• How do we find our target(s)?
• Discovery (Network Sniffing, Remote System Discovery, Remote System 

Information Discovery)

• How do we sustain our attack?
• Inhibit Response Function (Block Reporting Message, Alarm Suppression)

• How do we cause the failure?
• Impair Process Control (Modify Parameter, Unauthorized Command Message)
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Identifying Host-based Data 
Sources
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Understanding Data Source Collection
• Maintaining visibility into Operational Technology (OT) networks is 

essential for quickly detecting and remediating cyber threats.
• Understanding the various data sources that are available in OT networks 

is key to this endeavor. Network traffic is a popular source of data in OT 
networks but there are other valuable sources of data that are often 
overlooked. 
• Host based logs housed on embedded OT devices such as Intelligent 

Electronic Devices (IED)

• Asset management data associated with equipment under control. 
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Data Source Collection

Configuration 

• Firmware 
version

• System 
settings

• Control logic
• Parameters

Performance 
and Statistics

• CPU, Memory, 
Disk, Ethernet, 
etc.

• Network 
connection 
information

Process 
Information

• I/O values 
associated 
with tags

• Alarms and 
Faults (e.g., 
Digital Fault 
Recorder)

• Events (e.g., 
command 
execution)

• Process 
quality (e.g., 
Phasor 
Measurement 
Unit)

Asset 
Management

• Condition-
Based 
Monitoring

• Predictive 
Maintenance

Physical

• Physical 
sensors (e.g., 
tamper 
detection)
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Data Sources - Attack Scenario – Network Data

ATT&CK Technique

Failure Mode

Cause

Consequence

Modify Parameter

Improper overcurrent or 
thermal settings

No trip 

Thermal breakdown of 
transformer insulation 

Unauthorized Command 
Message

Breaker opened 

Transformer bears entire 
substation load

Unable to react to critical 
condition

Block Reporting 
Message

Alarms or sensor values 
manipulated

Loss of view into 
substation

Modify Reporting 
Message

May be detected from the network
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Data Sources - Attack Scenario – Host Data

ATT&CK Technique

Failure Mode

Cause

Consequence

Modify Parameter

Improper overcurrent or 
thermal settings

No trip 

Thermal breakdown of 
transformer insulation 

Unauthorized Command 
Message

Breaker opened 

Transformer bears entire 
substation load

Unable to react to critical 
condition

Block Reporting 
Message

Alarms or sensor values 
manipulated

Loss of view into 
substation

Modify Reporting 
Message

Transformer temperature 
could be monitored using 
condition-based monitoring

Changes to the relay 
settings can be monitored
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Identifying Data Sources - Approach
Easier
• Identify built-in collection mechanisms
• Identify vendor aggregation points
More Effort
• Access device using vendor engineering software 
Explore available data that can be used for threat detection
• Collect data with engineering software
Analyze PCAPs to understand methods of access
• Communication protocol (Telnet etc. vs Industrial Protocol)
• Commands 
Develop collector to replicate access
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Thank You

Adam Hahn
ahahn@mitre.org

ATT&CK for ICS
https://attack.mitre.org/ics

https://attack.mitre.org/ics

